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f57) Abstnicl: DPA a'sislanl logic circuif.^ and muhii^u dcscrihcci. An architcclure and ineihodology are .suitable fur inlcgrd- 
Oon in a common uuioinjiied I^DA dcsiijn {0\)I flow The iirchileclun.' arjd desij^n mcfhtuliilogy c;iri he used in logic circuiK. jjHle 
arrays, 1'PCjAs. cr\'ptocraphic processors, eic In one embkxIinuMji. l\w iniplcnicnUJtion details of how to cn*aie a secmc encryption 
module can he hidden from tJic designer. The designer is thus, ahle to write the code for the dC5iign of DPA resistant lopic circuits 
using llic same design icchnii|ucs used for conveniional lufjic circuits ( 'onlrarj' lo other complicated DPA blocking techniques, the 
desiifncr does not need spcciali/jed knowledge and undci-standiii}^ of the methodology. In one cmbodimcni, the automated design 
now generates a secure design from a Vcrilog or VIIDL ricilist. The resulting encryption module has a relatively constant power 
consumption that does not depend on the input signals and is thus relatively independent of which logic operations arc performed. In 
one embodiment, the pre.seni design methodology u.ses existing resources and as a result can be readily applied. In oncumbodimenL, 
the archi lecture and design methodology blocks DPA at the logic level, freeing the designer to concentrate on preventing other side 
channels at a different level of abstraction (e.g., conditional branching with unequal lengths, etc.) 
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